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1. Policy Reform, Performance Measurement and Performance Management

Key Questions:

e What reforms are currently underway to strengthen policy formulation and coordination?
Cosmetic — for the sake of formalities — under pressure - ...
No RIA units
Still based on top person in charge

e Are there effective regional examples that should be documented and disseminated?
Yes, but scarce

e How are practices for performance measurement and management evolving throughout the
region? Where are they working well, where are they not, and why?
Mostly Implementation KPlIs
Sometimes Operational KPIs
Rarely Impact KPIs
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2. HR Management in the Public Sector; Enhanced Productivity; Improved Value for Money

Key Questions:

e Why do Arab governments receive a relatively low return on their considerable investments in
human capital?
Old fashioned hiring schemes
Queue promotion schemes
No investment in HR
Performance evaluation is a complicated culture

e How can meritocracy be strengthened in government?
Via a clear performance evaluation system aided by external independent auditing
(otherwise queue promotions will be the safest to avoid nepotism)

e Which Arab countries have implemented significant reforms in HR management? What types
of reforms have been most effective?
Introducing contracting .. Being tenure kills motivation

e How can we best measure government productivity?
Audit Rol of projects
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3. Economic Management: Regulatory Policies, Reducing State Capture and
Ensuring a Level Playing Field

Key Questions:

e What are the most pressing barriers to entrepreneurship in MENA, and how can they be
alleviated? What are examples of best practice that can be disseminated?
One size does not fit all .. can not treat startups like micro like small ..
Must implement RIA to avoid collateral damage !!

e How can MENA governments best support economic diversification?
Give space for private sector to breath and grow

e How can MENA governments strengthen implementation and provide greater consistency in how
the rules are implemented?
Start by applying the rules on SoEs
Independent Regulator

e How can business associations better protect the interests of entrepreneurs and small investors?
Government does not see them a strong ballot box influencer
Parliament is pro-goverenment
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4. Anticorruption and Transparency

Key Questions:

What types of corruption is most prevalent and pernicious in various Arab countries?
Biased Decrees or Regulatory Framework
Government Procurement & Project Awarding
Benefiting from your Public Position
Negligence

How effective are Arab legal and institutional frameworks in combating corruption?
Legal Process is slow
Institutional Framework exists .. needs empowerment
Multi-auditing and monitoring and .. (good practice)

What kinds of suo motu disclosures can MENA governments pursue? Where is the low hanging fruit?
Digital Transformation

How can Right to Information legislation be best supported and advanced? How can the
implementation of existing RTI regimes be strengthened?
Security culture and political cover to avoid unrest .. prevails
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Priorities

1. Establishing Regulatory Impact Assessment (RIA) Units
2. Train on how to establish Impact Key performance Indicators (KPIs)

3. Work on Culture change. Public that are complaining about quality of service are the same
who are calling to keep old HR systems for employment and promotion

4. Advocate for independent Regulators

5. Make sure Sate Owned Enterprises (SoEs) abide to same private sector rules and fair
competition

6. Advocate for the activation of the Right to information specially for budget and auding
transparency

7. Continue aggressively on the digital transformation. Avoid trying to fit old government
structures to new disruptive technologies
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1990 <l - Ak
eGov
Electronic .. Efficiient .. Effective

2000 bl )68 A& Gy
RIA
Pl A A )

2010 Aedia clily — Slikal p1S)
sGov
Smart .. Seamless

2020 4aS s>
From Government to Governance
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#Trending

In daily use

Connected

Cloud

Mobile

FinTech

Digital Signature
Digital Transformation

H T H T H T H

Geo-Data

Growing fast

# Computer Vision

# Al

# loT

# Big Data — Analytics
# Security & Protection
# Block-Chain

# Drones
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 e-ID

Usage * Digital Identity
* IDCards  Government-to-Government (G2G)

* Passports

database linking

Transactions
* E-Signature
* Time Stamp one time

. Biometric
* fingerprint
* Retina scanning

Transaction

T

Apps
—> On Site * B'dd'ng-FOUFtS
oy 1010/ PIN, Blometric * G2G (National Databases)
Biometric

Remot Digital Signature

(PKI) © AMDarwish.com —23/10/22 - 42/151
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Digital Transformation 101 ©

* You don’t need to present a document to a government entity that
is produced by another government entity

* You encourage your private and NGO entities to be accredited to
connect with government
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Examples

Applying to school .. Why do you need a birth certificate

Applying for a job .. Why do you need a university transcript

Renewing car license .. Why do you need a traffic violation clearance
Renewing national ID .. Why do you need a stamp from workplace or syndicate

Settling your pension .. Why do you need a birth certificate

List is very long !!
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ucu.bm\ﬂ e LS|
Artificial Intelligence
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STAKEHOLDER
SATISFACTION
END-TO-END
DIGITAL OPTIONS E
|z
END-TO-END oS8
DIGITAL fea
TRANSACTIONS

—
DIGITAL | AL |
CAPABILITIES . Q

TRANSFORMATIVE O

DIGITAL PROJECTS Qﬁr‘

Al, DATA AND -
DATA ANALYTICS @ '
=)

Citizen Satisfaction
with Digital Services
(via survey)

Business Satisfaction
with Digital Services
(via survey)

Services that cffer
e-payment options
(intound and outbound)

Services that are prefilled
with Government-verified
data

Services that offer
digital options for
wet ink signatures

Percentage of
transactions completed
digitally from end-to-end

Percentage of payments
(inbound and outhound)
completed via e-payments

Number of public officers
trained in data analytics
anc data science

Number of public officers
with basic digital literacy

Number of
transformative
digital projects

Percentage of Ministry
families that use Al
for service delivery or
policy making

Numbzr of high-impact
data analytics projects

Core data fields in
machine readable format,
and transmittable by APls

Time required to fuse data
for cross-agency projects

Seamless
Integrated

Government

SINGAPORE GOVERNMENT TECH STACK (SGTS)

A better, smarter and faster platform for building digital applications

BETTER
EXPERIENCE

Develop a more seamless,
consistent and connected
experience across government
digital services.

' SMARTER
— PROCESS

Enable easier exchange of data
across the government for richer
insights that will help with policy
and solution development as
well as monitoring of operations.

.4) FASTER
ROLLOUT

Faster deployment of
solutions without the need
to develop infrastructure
from scratch

DIGITAL SERVICES

Easy-to-use, accessible and secure
digital government services that
improve lives of citizens and
business.

* MICROSERVICES

Reusable common services that
agencies utilise to build applications
such as the National Digital Identity
for authentication.

* MIDDLEWARE

Software services such as APEX
(AP| Gateway) and WOGAA
(analytics) that allow for rapid
development, deployment, testing
and monitoring.

* HOSTING PLATFORMS

Scalable hosting containers with
secure connectivity.
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Cloud

Mobile

FinTech
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A complete System

Easier
More Powerful N
& Everywhere

Public » Discover
Users - Create
* Manage
» VVisualize
* Analyze

» Collaborate “ »

Enterprise
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Blockchain

Machine
Learning

%%

Augmented
Reality
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> Big Data
:?: Analytics
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f b Rk h-g Analytics =0
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fubure

exa

Predictive
Analytics

w os (23]

Business
Intelligence

Data enb

Analytics

net
External t wroeseid
Data :
Sources

Big Data
Storage

(E.g.: Hadoop)
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Intelligence Coss e okt the Soos ¥
Transaction T Portfolio help the —-—:: m -'4'.".'.-"5
Logs N/ S e dwa?

4 Pain Points of Big Data - McKinsey ...
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Subplatforms of the Digital Business Platform

Customers Partners
Customer Experience Platform Ecosystems Platform
: Data & Analytics
P : Platform
E AR SR R AR S e esessssssssesacscasaes sevesanaes T L
loT Platform + Information Systems Platform
Things Employees

Source: Gartner
ID: 376740
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GIS
Geo Data
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Modular Maternity Hospital Optimized Locations
Annual Capacity per Hospital 2000-3000 Birth cases

(Overview of most of Egypt)
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Macro Level Sphere Micro Level

Postal Code - g Postal Code
Aggregated i R Referenced Data
Planning Data 4l ~ Sphere LN Exchanges

Operator

Entity Y DB € Entity X DB

G2G Interface | G2G Interface
Application Application

MOP G2G Integration Strategy
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National Macro Data Integration

Health Layer

@ <= Core Data Model
() ‘—4
- Software Architecture and Data Integration Department
.-'"‘ . . Operations Research and Mathematical
’ ) l Conceptualization Department
® . Data Transformation and Abstraction Team
() .—4

Global Data from Alliances/Collaboration

Education Layer

\‘
Agriculture, Irrigation,
Layer

-\

Urban Planning Layer
gLay Inward Information Flow

More Layers Can Be Integrated As Project Develops



Other Expert

Databases Knowledge




Integrated
National
Planning

Geo-Spatial

Abstraction,

Modeling &
Analytics

Social GIS

(Crowd-
Sourcing)

Active
Simulation
& Scenario

Planning




Outputs ‘

Hospital Requirement &
Distribution

Criteria Inputs

e

AT
Demographic Needs
Assessment

Facts Inputs

Population Count and
Distribution

Beds, Doctors, Nurses, and
equipment requirement

Age Groups &
Birth Rate Distribution

Common llinesses
Distribution

Shortages

Population Economic
Level

Budgets and Budget Projections

Requirements From Different

Life Expectancy Stakeholders

Shortage Analysis OR Model Building

Geo-Aggregation and Expert Knowledge Sensitivity and Boundary
Location Optimization Database Condition Analysis
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Advantages

Scientific national strategy planning

Quick evaluation and response to National or sub-National Demographic analysis.

Analyzing demographic service shortages and stress levels

Agile criteria-based Decision Making

Developing risk mitigation strategies and “what if” scenarios

Macro scale development planning




National Census Support and Analytics

Educational Planning
Health Care Planning
Food Supply

National Logistics Planning
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National Policy Analysis

Subsidy and Impact Evaluation

National Budget Geographic Distribution

Transparency and Fairness

National Demographic Risk Evaluation and Risk Mitigation Strategies
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Latitude

| 30.0617305

Show Location :
Longitude

30.94555

Show Location On Map Auth. Code

Point Code
Send Location

Your Location is - : A
Lat: 30.0617305 Point Rating
Long: 30.94555
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Cyber Security
for Institutes

© AMDarwish.com —23/10/22 - 113/151



Introduction

An investment in knowledge pays the best interest.
Benjamin Franklin
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Motivation

« Everyone seems to be going cashless
You cannot afford not to go digital and be left behind

On the other hand

 Possession of a huge amount of customer data and valuable assets have made banks
the top target of hackers and the threat of financial losses.

» 809% cases of cybercrimes are bank frauds’
(Revealing ATM passwords, OTPs and details of bank /credit card account),
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Reputation is your capital

Banks and Financial Institutions must safeguard customer assets and their transactions
need to be on their guard more than most businesses.

Damages
« Breaches damage banks' standing in the financial market

Difficult to keep your level of trust
 You can fall hostage for ransom
* You may expose critical information about pending merger and acquisitions
« Banks can face consequences and penalties for “Regulator” non-compliance
« Consumers can lose money and time in case of data breaches
« Consumer data is perceptive (sensitive)
« Consumers private data in the wrong hands can do great harm.
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My Computers and Servers are Safe

Think again @

How about sensitive data on laptops,
tablets and mobiles of top executives
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Human are hooked to their mobiles
while machines are learning

S0, you program the machine to keep trying
and 1t will .. Eventually ..
break In
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Sample cases

EARLY years 1994

A young computer programmer in St. Petersburg, Russia hacked into the electronic cash management system
of a major U.S. bank and secretly transferred sums of money totally over 400K USS$.

Pune Citibank MphasiS Call Center Fraud 2005

Some ex-employees of BPO arm of MPhasiS Ltd MsourcE gained confidence and defrauded US Customers of
Citibank 3.5M US$

Database Leaks 2013-2015

Data of clients (names, addresses, phone numbers, credit limits, ...) made public
OTO Bank 800K Clients

HCF Bank 24K Clients

Alfa Bank 55K Clients

Massive IT employees laid off

The Bank NSP Case

Fiancé who broke with a bank trainee created fraudulent email ids ... bank was taken to court and was liable.
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True Scenarios

(Repeated at different banks with different amounts)

Scenario 1

Screen is actually a layover (fake) screen and

Scenario 2 as such the banking details typed in will never
hit the internet banking site
Overseas client transferring funds 1.5M Pounds The hacker will enter different bank details

Client email was hacked

Changed banking instructions

Bank did not confirm details verbally
Transfer was made

» The bank is usually found liable and
must refund the money

» Bank was found responsible

Recent Vulnerabilities
Enable contactless limit bypass for Visa Cards
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Sources of Risk

e Forgery
e Malicious Code

Malware on users’ devices

(Man-in-the-Browser — trojan

e Phishing

e Spam

e Spoofing

e Defamation

e Manipulating Data
e Social Engineering

horses)

({BER
SeCoRTY

& WML wiass
& Www U
& i
& WL WA
& N

e W
vaw/wuwm

Unencrypted Data
Hacking
Denial of Service Attacks
Identity theft
(example sms/sim swap)
Virus Dissemination
Computer Vandalism
Cyber Terrorism
Online Fraud
(Man-in-the-Middle)
Third Party Connection
Software Piracy

[j[g{

=

= | el

And no, you don't self-isolate for two weeks if you're infected.
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Defence

Having Security Audits

Enabling Firewalls

Multi-layered email strategy

Maintain up-to-date virus security software
Fraud protection software (Ex Bank of America)
Multi-factor Authentication (MFA)

Biometrics

Social log in

Content Based ldentification

Digital Certificates

Use of Anti-malware Applications

Automatic Logout

Network Traffic Monitoring and analysis
Awareness and Education

Ethical hacking .. Going Underground to anticipate
Forensics

Cyber Insurance
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Role of the Regulator

Example WORRIED ABOUT CLoubd
SECURITY. MY STORED
DATA 15 50 DISORGANIZED

Data Centers Specifications THEY’D NEVER BE ABLE To
FIND ANYTHING!
(cages .. where .. cloud)

© D.Fetcher for CloudTweaks.com
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The Egyptian Case

Mature Regulator

Very Strong Anti-Money Laundering Unit

Most Banks have Internet Banking

Variety of Electronic Payments Tools

Variety of Micro-Fianance and Consumer Finance Products

Many Tier 3 Data Centers (even Tier 4)
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BIOCkCha IN is a growing list of records, called blocks, that are linked

using cryptography Each block contains a cryptographic hash of the previous
block, a timestamp, and transaction data.

... By design, a blockchain is resistant to modification of the data. It is an open, distributed ledger
that can record transactions between two parties efficiently and in a verifiable and permanent

way

Crypto-Money
Securing ldentity
Asset Management
Document Signing
Supply Chain
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(Artificial Intelligence) uf-\-'\ba'x\ plSdll o
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(Big Data & Analytics) JMU daiall &U\*l\ .
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Linear Economy
Take Make Use Waste

Circular Economy

* Circular design and production: applying “reduce and
recycle” strategies to design out waste at the source,
prior to commercialization.

e Circular use and life extension: enabling the reuse,
repair, repurposing, refurbishing or remanufacturing
of products in use phase

e Circular value recovery: recovering materials and
other resources from waste, recovering waste heat
and/or reusing treated wastewater

e Circular support: facilitating circular strategies in all
lifecycle phases, for example with the deployment of
key ICT technologies, digitalization and services
supporting circular business models and circular value
chains.

Wasted
capacity

Underutilized or
unused products

Wasted
resources

Material and energy that
cannot be continually

regenerated Deslan & and assets
esign
Introduce Sourcing Manufacturing Incrgase
renewable and sharing,

co-owning, co-
using, resource

bio-based materials,
chemicals and

energy pooling, etc.
Reverse e
logistics Four Types of Logistics
Wasted Value
Wasted Wasted
embedded lifecycles
value Premature

End-of-Use Marketing

d of ki
Recycling & Sales end of working

Components, material
product use

and energy not

recovered at disposal Product *' __ Lifecycle
/A |ncrease recycling, Use & D services

upcycling, to resell,
component harvesting
and energy recovery

maintain, repair,
Circular
Inputs

remanufacture, etc.
Design

Product as
aService

Circular{nputs Reverse Marketing
Logistics & Sales

End-Of-Use Product 9\ ProductUse
Recycling Use p Extension

Sharing
Platforms
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Quantum Computing

Biological Computing

Nano Technology
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Drones

Nano Robots

Materials

New Generation of Batteries
NFTs

Organ Mathematical Modeling
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Are we trying to fit
old structures
to
new technologies?

AD Paris 2002
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What?

We all know but we are not acting ..
We like to stay in our comfort zone !!

We need to move from . economy
to the 20S economy

If we work as programmers for others ..
bye bye ®
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<
ahmed@amdarwish.com
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